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ABSTRACT
This paper provides an overview of a new virtual educator for quantum cryptography. Built in Unreal Engine 4, the educator provides
an immersive experience to students in the topics of physics, computer science and cybersecurity that are needed for understanding
of quantum cryptographic protocols. The students are led from one
scene to the next while solving puzzles that are timed and/or increasingly more difficult. The game adapts to students performance
and produces previously non-existing puzzle/scenarios in order to
improve student learning.
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INTRODUCTION

Quantum cryptography is traditionally looked upon as one of the
difficult subjects that is taught in a university curriculum. Further,
given that quantum cryptography has deep roots in quantum mechanics, students are often apprehensive of taking such a course.
Typically Physics departments don’t teach quantum cryptography
and computer science (or other closely related degree programs)
usually lacks students with a solid Physics background. This is
compounded by the fact that most computer science departments
usually lack labs that have optical equipment required to implement quantum cryptographic protocols. Although there are several
manufacturers that sell off the shelf quantum cryptographic equipment, if one could get past the sticker shock, these are packaged
for commercial use and only designed to implement one or two
protocols rather than provide a testbed with various reconfigurable
components that is typically needed in a classroom environment.
All this has led to a scenario where quantum cryptography is taught
only in very select institutions.
At the same time, in cybersecurity there is a need for handson learning. Traditional lecture driven methodology is often not
suited for cybersecurity courses and, in general, has several welldocumented short-comings that can be overcome with the adoption
of game-based and project-based approaches to teaching. The immensely popular, Capture the Flag competitions are a testament to
this. However, these 1-3 day competitions are not well suited for a
semester based course schedule and do not create a deep theoretical
understanding of the subject. Further, in a lecture based teaching
methodology students do not get the opportunity to experience
the holistic nature of quantum cryptography, how it fits within
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existing networks and protocols and how it will interplay with classical cryptographic systems. The linear and fragmented delivery of
course topics that treats the students as a passive recipient is not
well suited for a project-based curriculum.
QuaSim aims to address the above shortcomings by placing
students within the full context of securing a computer network
via computer generated virtual learning environments. Such a
project-driven teaching methodology will mimic the real world and
introduce curriculum topics on a need by need basis. A team based
environment will enable students to play different roles at different
levels thereby providing holistic learning.
The US Bureau of Labor Statistics estimates that the need for
well trained cybersecurity personnel is projected to grow, faster
than average, 37 percent between 2012 and 2022. Consequently,
in order to keep up with the demand the bureau identifies that
the educational material must spark interest in cybersecurity at an
early age and sustain this interest through active engagement [15].
Ryoo [5] discusses the numerous limitations of current security
education methodologies that include a lack of user-centric learning
modules, narrow focus on technical aspects of security as compared
to a holistic picture and limited guidelines from learning theories.

2

BACKGROUND

Game based learning (GBL) is a relatively new approach to cybersecurity education and has been applied successfully in a number
of scenarios. The goal of game based learning is to make the experience of learning, in many cases tedious subjects, fun and engaging
through an immersive experience while increasing concentration,
problem solving and decision making skills as well as increase
creativity, teamwork and retention [14][8].
A number of tabletop games have been used to teach various
network security skills. For example [d0x3d!] is one such game
where the players’ task is to recover stolen digital assets [4] [3].
The players navigate enemy network while beating any patches
put in place or machines decommissioned to stop them. They have
to complete the task within a specified time and if they are caught
their assets are compromised and “publicly” posted.
Control-Alt-Hack is another tabletop game designed to raise
security awareness [2]. In this game players act as white-hat hackers and provide security audits. The players “rise” in status by
accumulating hacking points and finally becoming the CEO of the
white-hat hacking company.
OpenSim [5] is an immersive security education environment
with a 3D environment. The platform simulates a red team versus
blue team scenario and introduces various network attacks and
defenses against them.

It is well accepted that cybersecurity education must be accompanied with hands-on learning. Besides the game based approaches,
hands-on laboratories have also become an important tool in this
effort. Capture the flag exercises in a competitive game setting were
explored in [7] and their successes and limitations discussed. Several universities usually provide their students isolated networks in
order to allow experimentation with malware or simulated network
attacks. One such example is at Georgia Tech [1]. Similar isolated
network exercises that teach Denial of Service attacks to students,
including ethical hacking are discussed in [13]. Further a number
of CTF-type exercises are available for Intrusion Detection Systems
(IDS) [12]. Many of these laboratories mimic practical scenarios
and provide team attack/defense exercises. In these exercises, it
was discovered that while defenders were taught and well prepared
for multiple challenges, defenders faced an uphill battle of finding
a vulnerability they could exploit. Further, changing scenarios on
the fly required huge efforts on instructor’s part and therefore they
resorted to providing hints to the attackers. However, a drawback
of isolated networks exercises is that one can obtain the worksheets
and configuration details for the lab, but they then have to set it up
in their own Universities. Not all Universities have infrastructure
for such isolated setup.
TU Wien, Austria developed laboratory exercises to teach data
analysis for detecting TCP/IP covert channels to electrical engineering students [16]. The labs provided a ”playground” in which
students could deepen their communication networks knowledge to
understand the typical TCP/IP flows. Then they used statistical analysis to determine abnormal patterns and footprints in network data
including sifting out noisy scenarios. The students were evaluated
on acquired knowledge based on questions provided by instructors,
student presentations and performance (timing/quality/soundness,
etc.). Konak et. al. discuss best practices in teaching students cybersecurity in a virtual environment [6]. They point out that there is a
lack of pedagogical studies in this area. They introduce a framework
based on Kolb’s Experiential Learning Cycle to design activities
and show empirical results of the effectiveness of their framework.
Kolb’s theory states that the four stages of experiential learning are
the following: concrete experience, reflective observation, abstract
conceptualization and active experimentation.
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to be taught these physics principles in order to fully understand
their contribution to the notion of information theoretic security.
As one can see, both the above principles have no classical analogue
where information is always clone-able without any disturbance to
the original information. Such counter-intuitive results are illustrated with the help of a three-dimensional virtualized interface.

3.1

Quantum Concepts Needed

Here we briefly survey the major quantum concepts that are needed
in QuaSim. Subsequent subsections will discuss how they are being addressed in the virtual environment. In order to understand
quantum cryptography one needs to first master linear algebra.
Now since, quantum cryptography is only concerned with secure
transmission and reception of information and not storage of it,
photon form an excellent means to implement quantum bits. Unlike
a classical bit that can only take one of the two possible states 0 or 1,
a quantum bit (qubit for short) can be both 0 and 1 simultaneously
[10][9][11].
Polarization: If one was to represent classical bits as a 2 dimensional real vectors then 0 would be [1, 0]T and 1 would be [0, 1]T .
Here T stands for transpose. To save space, we write column vectors
as row vectors with transpose. Any given bit could then only be
one of these two possible states. Since photons behave like qubits,
they can be represented with a two dimensional complex vector,
[c 0 , c 1 ]T , where c 0 and c 1 are complex numbers. One can easily see
that [c 0 , c 1 ]T = c 0 [1, 0]T + c 1 [0, 1]T . Therefore, a photon is a linear
combination of the two possibilities that a classical bit can take
and before a “measurement” exists in both the states (or neither of
the states depending on one’s point of view) simultaneously. The
complex numbers c 0 and c 1 are termed as amplitudes and |c 0 | 2 is the
probability of the photon collapsing to state 0 upon measurement
and |c 1 | 2 is the probability of the photon collapsing to state 1 upon
measurement. Consequently, |c 0 | 2 + |c 1 | 2 = 1.
The physical interpretation of this is that when the photon is
polarized at 0◦ , it is represented by the vector |0i = [1, 0]T and when
it is polarized at 90◦ it is represented by the vector |1i = [0, 1]T .
Any other polarization is then represented by a linear combination
of these two vectors. Therefore, a linearly polarized photon in
general is represented by |ψ i = e iα [cosθ, sinθ ]T where α is the
phase and θ is angle of polarization. For all our purposes, we can
ignore the phase since it does not show up in any measurements.
Basis: It is to be noted that |0i and |1i form a canonical basis
for the 2 dimensional complex vector space. Further, they are also
orthonormal. As a result, from a measurement perspective they are
as far apart as they can be and the only values that can be observed.
As expected, it turns out that these are not the only orthonormal
basis for the 2-dimensional space. There are several other possibilities out of which |ψ + i = [ √1 , √1 ]T and |ψ − i = [ √1 , − √1 ]T is one
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possibility. A quick thought, shows that these vectors are photons
polarized at +45◦ and −45◦ . All other polarizations can now be represented using this new basis. For example, with respect to the new
basis {|ψ + i, |ψ − i} the 0◦ polarized photon can be represented as
|ψ + i+|ψ − i
|ψ + i−|ψ − i
√
√
and 90◦ polarized photon can be presented as
.
2
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There are infinite number of such orthonormal bases that may be
used but these two are the most common ones because of their
obvious symmetry. Consequently, they are given special names:

QUASIM

QuaSim is designed in a modular fashion such that each module
teaches a central concept in quantum cryptography. Since most of
the quantum cryptographic equipment today is optical and uses
properties of photons, the first three modules teach the quantum
principles within the context of photon polarization, manipulation,
transmission and measurement.
Security in quantum key distribution protocols arises from two
basic properties of photons (or qubits in general):
(1) An unknown qubit cannot be perfectly cloned (the nocloning theorem).
(2) The act of measuring a qubit, in the wrong basis, perturbs
the qubit and the original state information of the qubit is
completely lost.
While it is assumed that a student using QuaSim will be familiar
with classical cryptography and definitions therein, they will need
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rectilinear or computational basis for {|0i, |1i} and the diagonal
basis for {|ψ + i, |ψ − i}.
“Unique” qubits: Now, from measurement perspective, photons polarized at 0◦ and 180◦ behave in a similar manner. Substituting these values in |ψ i = [cosθ, sinθ ]T we see that one of them is
[1, 0]T and the other is [1, −0] which is the same vector. Therefore,
they are equivalent and give the same result upon measurement.
Generalizing, it turns out that polarizations θ and θ +180◦ represent
the same vector. As a result, all the “unique” qubit values can be
represented by just half of the two dimensional plane and the other
half is just a mirror image. If we choose only positive θ values and
stick to the upper half of the plane then the 1st and 3r d quadrants
are equivalent and the 2nd and 4t h quadrants are equivalent for
our purposes.
Measurement: So far we’ve been glossing over the term measurement in many ways. Measurement is a non-reversible operation
on a qubit and is said to collapse the quantum state. Measurement can only be performed with respect to a basis. As mentioned
above, the most commonly used bases are the rectilinear and diagonal. In the rectilinear basis 0 ≡ [1, 0]T and in the diagonal basis
0 ≡ [ √1 , √1 ]T . Consider a filter polarized in the horizontal direc2
2
tion, i.e. it allows 100% of photons through if they are polarized at
0◦ (a photon in state |0i) and none of the photons through if they
are polarized at 90◦ (a photon in state |1i). For photons polarized
at other angles |ψ i = cosθ |0i + sinθ |1i, the horizontal filter lets it
through with probability |cosθ | 2 . More precisely, the measurement
operator for the horizontal filter is given by |0ih0|, where h0| is
the conjugate transpose of |0i. The output of the measurement
operation then is given by |0ih0||ψ i = [cosθ, 0]T . This shows two
things: first an arbitrary photon will pass through the filter with a
probability of |cosθ | 2 and second if it does pass through the filter,
the new state is going to be [1, 0]T .

3.2

Figure 1: Registration screen.

Figure 2: Demographics information collected.

Registration

First a player registers by choosing a username and selects a password. The user needs to remember these in order to login again into
the system and the system uses them to track their performance
over multiple sessions. After choosing an appropriate username
and password, the user is asked to provide basic demographics information such as pre-requisite courses taken, previous experience
with cryptography and quantum cryptography and other qualitative information that is then used by the system to adapt the game
to player’s skill level. Upon completion of registration, the user
logs into the game and enters the area we call “the hub”.
Figures 1, 2, 3 and 4 show the four registration screens for
QuaSim.

3.3

Figure 3: Qualitative responses collected to cross-check
quantitative information collected on the demographics
screen.
the student must watch. A screenshot of the hub is shown in figure
5. The kiosks visible in the hub are video kiosks where the user can
access all the content videos available in the game.

The Hub

The hub in QuaSim is the location where the player first arrives and
servers as the central point connecting different modules. From
there the player can “teleport” to other modules in the game. The
player is also introduced to the “oracle” for the first time here. The
oracle provides the student some basic information about the game
and the expectations. Further, based on the student’s estimated
skill level the oracle suggests the module that the player should
first try and/or provides recommendations on the tutorial videos

3.4

The Polarization Module

Being the first module, this module bears the responsibility of
familiarizing the students with all the gaming controls and the
QuaSim environment. Therefore, the first task in the polarization
module is quite straighforward point and shoot. The player (student)
3

Figure 4: Introductory video.

Figure 6: Polarization module exercise 1 - student has to
match the target polarization presented.

Figure 5: Screenshot of the hub.
Figure 7: Polarization module exercise 2 - student has to at
±90◦ to the target polarization presented.

is given a photon gun that produces a single photon at a time. It
can also polarize the photon linearly. Therefore, when the player
arrives at this first puzzle they have to simply look at the displayed
target angle (generated by the computer), set the photon gun to
polarize the photon at that angle and shoot at the target. This
activity is preceded by a short video that introduces light as an
electromagnetic wave that can be polarized at different angles.
Success is defined as a perfect match between the target angle and
the fired angle. Anything else is considered a failure. The student is
expected to achieve a target success rate that is computed based on
players demographics information. Figure 6 shows the first activity
in the polarization module.

a photon polarized at ±90◦ to that shown on the target. Figure 7
shows the player attempting an orthogonal puzzle attempt.
3.4.2 Quadrant Equivalency. This is the last puzzle in the polarization module. The aim of this puzzle is the teach students that the
upper and lower half of the 2 dimensional plane are mirror images
and hence a qubit in the 1st quadrant is equivalent to a qubit in
the 3r d quadrant and so on. In terms of polarization, as mentioned
above, photons of θ and θ ± 180◦ are the “same” photons. Students
learn this implicitly by shooting a photon that is at ±180◦ from the
target shown; see figure 8.

3.4.1 Orthogonality. Orthogonality is an important concept in
quantum mechanics. It turns out that only orthogonal states can be
perfectly distinguishable from one another during measurement.
As a result, often orthonormal basis set is used in quantum cryptography. For example, the basis set {|0i, |1i} has two orthogonal
components that in vector form can be written as {[1, 0]T , [0, 1]T }.
Similarly, {|ψ + i, |ψ − i} forms an orthogonal basis set which in vector form is given by {[ √1 , √1 ]T , [ √1 , − √1 ]T }. In general, any two
2
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3.5

The Basis Module

The goal of this module is to teach two concepts:
(1) The composition and decomposition of a vector into its
basis components, and
(2) Changing between bases, i.e. given a vector represented
using components of rectilinear basis, represent it using
components of the diagonal basis.
The notion of composition and decomposition is an important
step towards understanding projection and measurement in a given
basis. For example, a photon polarized at 30◦ is given by the vector
|ψ 30 i = [cos30◦ , sin30◦ ]T . Now, we can decompose this vector
with respect to the rectlinear basis and write |ψ 30 i = cos30◦ |0i +

2

qubits represented by vectors [a, b] and [b, −a], where a and b are
complex amplitudes, are orthogonal to each other. This translates
to an angle of ±90◦ degrees between the vectors or in terms of
photons two photons that are polarized at ±90◦ with respect to
each other. Therefore, the player’s task in this puzzle is to shoot
4

Figure 10: Measurement module where the student is presented three filters and has orient a photon such that it
passes through all the filters and hits the target.

Figure 8: Polarization module exercise 2 - student has to
determine the equivalent quadrant, polarize a photon and
shoot.

Figure 11: Measurement module in action. Polarized photons bounce off the first target and travel to the second target.

Figure 9: Basis module where the student has to create a photon composed of horizontal and vertical components with
respect to a given basis.

of them reach the target. We cannot require exact number because
quantum mechanics is probabilistic and teaching this is one of the
goals of the virtual educator.
In the second puzzle, the computer sets the first and the third
filters such that they can no longer be moved by the player. The
player can only set the rotation angle of the filter in the middle.
There are several tasks that the system can give to the player at
this point. For example, request that between 30 and 50 out of
the 100 photons hit the target. This corresponds to the following
multivariate equation:

sin30◦ |1i. The decomposition of the same vector with respect to
the diagonal basis would be |ψ 30 i = cos15◦ |ψ + i + sin15◦ |ψ − i. Here
we consider +45◦ as 0 and −45◦ as 1.
The player has to perform two actions - first choose the correct
basis and second choose the correct polarization. Success for each
of these actions is computed separately. Figure 9 shows the basis
module.

3.6

The Measurement Module

Here the game gets quite a bit interesting. It is no longer point and
shoot but the player needs to do certain probability calculations.
As shown in the figures 10 and 11, the player is given three filters
each of which can be oriented at a desired angle. The goal of the
player is to shoot a photon(s) through all the three filters and hit
the final target shown in the top center of the screen.
The concept of measurement is explained in a video preceding
the activity and then the player is led into the gaming environment.
The module consists of three puzzles of increasing difficulty (this is
in contrast to the polarization module that taught three different
concepts in three puzzles). In the first puzzle, the computer randomly sets the orientations of the three filters. Player then is given
a task, for example shoot 100 photons such that between 70 and 80

p = |cos(θ 1 − θ 0 )| 2 + |cos(θ 2 − θ 1 )| 2 + |cos(θ 3 − θ 2 )| 2
Here θ 0 is the polarization of the photon fired from the gun and
the remaining θ i correspond to the angles of different filters, in
order. Therefore, in this puzzle, θ 1 and θ 3 are fixed and θ 0 and θ 2
are changeable. Player’s goal is to keep the p value between certain
bounds, provided by the system, and hit the target.
The third puzzle, introduces a final target that is oriented at a
certain angle. Therefore, now the photons emerging after the final
target must be polarized at a certain angle. The computer fixes
the first filter and the final target angles and the player is free to
move filters 2 and 3. Again their task is to ensure that only certain
number of photons reach the final target.
5

Consequently, the measurement module teaches the concept of
probabilistic measurement and the emergent state of the polarization after a filter has acted on it. The act of filter operating a photon
called measurement.
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CONCLUSIONS

QuaSim is a virtual educator that aims to teach quantum cryptography to university students. It is geared towards junior/seniors
and graduate students who have been exposed to classical cryptography already. Currently it has three major modules that form the
components in quantum cryptographic protocols, specifically the
quantum key distribution protocols. Conceptually, currently the
player can jump to module 2 or 3 right after module 1. A future
module, module 4 will bring together information learnt in all the
three modules where the player makes measurements in a particular basis. Once finished the game will be freely available to the
community.
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